MHO®OPMALIMOHHASA NAMATKA
And ObYYHAKOLWNXCA A1 PASMELLEHUNA
HA O®OULUMNAJIbHbIX MHTEPHET-PECYPCAX

C KaxabIM rogoM MOJIOAEXWN B MHTEPHETE CTaHOBUTbLCS 60sblue, a WKOJbHUKM O4HU U3
CaMbIX aKTUBHbIX Mosb30oBaTenen PyHeTa. Mexay TeMm, MOMMMO OrpOMHOr0 KOJIMYEeCTBa
BO3MOXHOCTEN, MHTEPHET HeceT M npobnembl. 3Ta naMaTKa AOJIKHA MomMoyb Tebe
6e30nacHO HaxXOAUTbLCSA B CETHU.

KomnbroTepHble BUPYCbI

KOMNbIOTEPHbI BMPYC - 3TO Pa3HOBUAHOCTb KOMMbIOTEPHbIX MPOrpaMM, OTAUYUTENBbHOWN
0CO6EHHOCTbIO KOTOPOW SIBNSIETCA CMOCOBHOCTb K pa3MHOXEHUIO. B gononHeHue K 3ToMmy,
BMPYCbl MOTYT NOBpPeAUTb W/IN MOJMHOCTbD YHUYTOXWUTb BCe Qannbl U AaHHble,
NOAKOHTPOJIbHbIE MONb30BaTEND, OT MMEHW KOToporo 6Obilna 3anylleHa 3apakeHHas
nporpamMma, a Takxe NnoBpeanTb WU AaXKe YHUUTOXUTb ONepauMOHHY CUCTEMY CO BCEMU
dannamn B uenom. B 60nbWNHCTBE CrlyvYaeB pacnpoCTPaHAIOTCSA BUPYCbl YEPE3 UHTEPHET.
MeToAbl 3aWnTbl OT BPEAOHOCHbIX NMPOrpamMMm:

1. Ncnonb3y coBpeMeHHble OMnepauuoOHHblE CUCTEMbI, UMEKLNE CEepPbe3HbI YPOBEHb
3alWNTbl OT BPeAOHOCHbIX Nporpamm;

2. TloCTOSIHHO ycTaHaBnuBanh naytm (umdpoBbie 3annaTky, KOTOpble aBTOMATUYECKMU
YCTaHaBMMBAKTCA C UuUenblo A0paboTkM nporpammbl) W apyrme O6HOBAEHUS CBOEN
onepaumoHHOM cucTeMbl. CkaumBanm MX TONbKO € oduumanbHOro camta paspaborumka OC.
Ecnu cywecTtByeT pexum aBToOMatnyeckoro o6HOBMEHUS, BKIOYM €ro;

3. PaboTaln Ha cBOeM KOMMblOTEpe Noj npaBaMu Mosb30BaTens, a He agMUHUCTpaTopa.
3TO He Mo3BONUT 6OMbLINMHCTBY BPEAOHOCHbLIX MPOrpaMM WMHCTaN/IMPOBaTbCA Ha TBOEM
NnepcoHasibHOM KOMMbIOTEpPE;

4. Icnonb3ym aHTUBUPYCHbIE MPOrpaMMHble MPOAYKTbl U3BECTHbLIX MPOU3BOAUTENEN, C
aBTOMaTnyeckmm obHoBneHnem 6as;

5. OrpaHunyb pumsamnyeckmin 4OCTyN K KOMMbOTEPY ANS NOCTOPOHHUX NNL;

6. icnonb3yi BHEWHMe HOCUTENN MHMOpMaumMn, Takue Kak dnewka, Auck nam gann ums
WHTepHeTa, TONIbKO U3 NPOBEPEHHbIX NCTOYHMKOB;

7. He oTKpbIBan KoMMbloTepHble daliibl, NONYYEHHbIE U3 HEHAAEXHbIX UCTOYHUKOB. [axe
Te annbl, KOTOpble NpUcian TBOM 3HAaKOMbIN. Jlyylle yTOYHW Y Hero, oTnpasnsa Nn OH
Tebe unx.

Cetn WI-FI

Wi-Fi - 3TO He BMA nepefayvn AaHHbIX, He TEXHON0rns, a Bcero nuwb 6peHa, mapka. Ewe
B 1991 roay HuaepnaHAckas KOMMaHWs 3apermcrtpupoBana 6pena "WECA", u4Tto



obo3Hauano cnosoco4vetaHne "Wireless Fidelity", KkoTOpbli nepeBOANTCA  Kak
"6ecnpoBoaHas TOYHOCTbL".

[o Hawero BpeMeHu powna apyras abbpesuatypa, KoTOpas SBASETCA TaKOW Xe
TexHonormnen. 1o abbpeBnatypa "Wi-Fi". Takoe Ha3BaHue 6blyI0 4AHO C HAMEKOM Ha
CTaHAapT BbICWEN 3BYKOBON TexHWKWM Hi-Fi, 4yTo B nepesBode o03HavaeT "BbliCOKas
TOYHOCTbL".

[a, 6ecnnaTtHbIn MHTEPHET-A0CTYN B Kade, oTenssX n asporopTax SBMASETCS OT/IMYHOMN
BO3MOXHOCTbIO BbIX0Aa B MHTEPHET. HO MHOrMe aKCcnepTbl CYUTAKOT, YTO 06Lea0CTyNHbIe
Wi-Fi ceTn He aBnaTca 6e30nacHbIMU.

CoBeTbl No 6e3onacHocTM paboThbl B 06LenoCcTynHbIX ceTax Wi-fi:

1. He nepepaBain cBOIO NMYHY0 MHMDOpMauuto yepes obueaoctynHole Wi-Fi cetn. PaboTtas
B HMX, XKenaTelbHO He BBOAMTb Naposin AOCTYna, IOrMHbl N Kakme-To HoOMepa;

2. Vcnonb3yin 1 06HOBNAN aHTUBMPYCHble nporpammbl n 6paHaMayep. TeM cambIM Tbl
obe3onacuwb cebs 0T 3aKauku BMpyCa Ha TBOE YCTPOWUCTBO;

3. Mpu wucnonb3oBaHum Wi-Fi oTkaoum dyHkumo "O6wun pgoctyn Kk dannam u
npuHTepam". [daHHad @yHKUMSA 3aKpbiTa MO YMOJYaHUID, OAHAKO HeKoTopble
Nonb30BaTENM aKTUBUPYIOT ee Ans yaobCcTBa UCNosb30BaHMA B paboTte nnu yyebe;

4. He wncnonb3yn nybnumuHbin WI-FI ansa nepepayn NUYHbIX AaHHbIX, Hanpumep Ans
BbIX0a B couMasibHble CETU UNN B SNEKTPOHHYIO NOYTY;

5. Ucnonb3yin TONbKO 3allMLLEHHOE coeauMHeHune 4depe3 HTTPS, a He HTTP, T.e. npu
Habope Beb-aapeca BBoan UMeHHO "https://";

6. B MmobunbHoM TenedoHe oTkaoum dyHkumo "MoakntoveHne Kk Wi-Fi aTomaTuyeckun".
He ponyckalhi aBTOMaTM4YecKOro noaktoudeHuss yctponctBa k cetam Wi-Fi 6e3 TBOero
cornacus.

CoumnanbHble ceTn

CoumanbHble CETU aKTUBHO BXOASIT B Hally XW3Hb, MHOrMe ftoan paboTatoT U XUBYT TaM
MOCTOSIHHO, a B Facebook yxe 3apernctpnpoBaH Munanmapa YesioBeK, UTO ABNSAETCS OAHOM
ceabMOW BCEX XUTeNeln NnaHeTbl. MHOrMe nonb3oBaTeNn He MOHMMAKT, YTO MHdDopMauus,
pasMelleHHass UMW B COLMAsbHbIX CETAX, MOXET 6biTb HalAeHa W MCMNOoSib30BaHa KEM
yrogHo, B TOM 4yucne He ob6s3aTtesibHO € 61arMMm HamMepeHUsIMU.

OcHOBHbIe coBeTbl N0 6€30NaCHOCTN B COLMANbHbIX CETAX:

1. OrpaHuyb cnucok apysein. Y T1ebs B APYy3bAX He [O/MKHO ObiTb ClyyanHbIX W
HE3HaKOMbIX NoaeNn;

2. 3awmulan CBOK 4YacCTHYIO XWU3Hb. He ykasbiBanm naponu, tenedoHbl, agpeca, AaTy
TBOEro POXAEHUS U  APYIYH JINYHYKO UMH@OPMauMio. 3/I0YMbIWIEHHUKN  MOTYT
MCMoNb30BaTh AaXe MH(POPMaLUMIo 0 TOM, KaK Tbl U TBOU pOAUTENM MJIAHUPYETE NPOBECTU
KaHWKYNbI;



3. 3awmwan cBoK penyTauuio - IepXXn ee B UNCTOTE W 3aaaBali cebe Bonpoc: xoTten 6bl
Tbl, 4TO6bI Apyrue nonb3oBaTenn BUAENN, YTO Tbl 3arpyxaewb? MMogyman, npexae 4yem
4YTO-TO onyb6MKOBaTb, HaNUcaTb U 3arpy3uThb;

4. Ecnu Tbl roBopub C N0AbMU, KOTOPbIX HE 3Haellb, HE NCMOMb3Yl CBOE peasibHoe NMS
W APYTYH INYHYO MHMOPMALMN: UMS, MECTO XUTEeNbCTBa, MECTOo yyebbl 1 Npoyee;

5. N36eraii pasmeweHus potorpaduii B UIHTEepHeTe, rae Tbl n306paxeH Ha MECTHOCTH, NO
KOTOpPOI MOXHO OnpeaesinTb TBOE MECTOMOJIOXKEHUNE;

6. Mpwn pernucrpaumn B coumanbHOM CETU HEOOXOAMMO UCMONb30BaTb C/IOXHbIE MApPoONu,
cocrosiwme n3 6yks n umdp 1 ¢ KOIMYECTBOM 3HAKOB HE MeHee 8;

7. Ona couwnanbHOW ceTn, NoYTbl U APYrMX CauToB HEOOXOAMMO MCMONb30BaTb pasHble
naponu. Toraa ecnun Tebs B3/10MalOT, TO 3/10YMbIWIEHHUKN NONyYaT AOCTYN TONbKO K
OA4HOMY MecCTy, a He BO BCe cpasy.

aneKTpOHHble AeHbrrn

DNEeKTPOHHblE AEHbIMM - 3TO OYeHb YAO6HbIM Ccrnocob nnaTexen, OAHAKO CYLLECTBYHOT
MOLUEHHWKU, KOTOpPble XOTAT NOYYUTb 3TU AEHLIN.

DNEeKTPOHHblE AeHbrM MNOSBUINCL COBCEM HeAaBHO WM MMEHHO W3-3a 3TOr0 BO MHOMMX
rocyfapcreax 40 CUX MOP He NPOMUCAHO NMpPO HUX B 3aKOHaX.

B Poccumn e OHM PYHKUMOHMPYIOT U O HUX YXXKe€ NPOMNMCaHO B 3aKOHe, rae nx pasaensioT
Ha HECKONbKO BMAOB - @aHOHUMHbIE U HE AaHOHMMHbIE. Pa3HMLUA B TOM, YTO @HOHUMHbIE -
3TO Te, B KOTOpbIX pa3pelaeTtcd npoBoauMTb onepaunn 6e3 wunaeHTUdUKaymm
nonb3oBaTeNsl,, a B HEAHOHMMHbIX WAeHTUdMKaumMsa nonb3oBaTens  SABNSAETCH
obs3aTenbHON.

Takxe cnepyer pasnuuaTb 3/1IEKTPOHHblE (puaTHble AeHbru (paBHbl rOCYAapPCTBEHHbIM
BaNOTaM) U 3/1eKTPOHHblE HeduaTHble AeHbIMM (He paBHbl rOCYAAapPCTBEHHbLIM BanoTaMm).
OcHoBHble coBeTbl Mo 6e3onacHon paboTe C 3NEeKTPOHHbIMU AeHbraMu:

1. MpuBsAXM K cyeTy MOB6UNbHbLIN TenedoH. DTo caMbin YAO6HbIM M 6bICTPbIA CNOCO6
BOCCTAHOBUTb AOCTYN K c4yeTy. [puBsa3aHHbIN TenedoH noMoxeT, ecnu 3abyaewb CBOM
MJaTEeXHbIA NAaponb WK 3aldellb Ha CalT C HE3HAKOMOro YCTPOMUCTBA;

2. Ncnonb3yi ogHopa3oBble naponun. MNocne nepexoaa Ha yCUIEHHYHO aBTopmu3auuto Tebe
yXe He 6yaeT yrpoxaTb ONacHOCTb KpaXu UNu rnepexsaTa NnaTexXHoro napons;

3. Bbibepu cnoxHbin naponb. MpectynHmukam 6yaeT He NpoCTO yraAaTh C/I0XHbIM Naposb.
HagexHble naponu - 3To Naposn, KOTopble coaepXaT He MeHee 8 3HaKOB M BK/HOYAKOT B
cebs CTpOYHble U NPONUCHbIE BYKBbI, LNPPbl N HECKOSIbKO CMMBOJIOB, TakMe KakK 3Hak
ponnapa, gyHTa, BOCKNMUaTeNbHbIN 3HaK 1 T.n. Hanpumep, $tRONg!;;

4. He BBOAW CBOM NINYHbIE AA@HHbIE HA CalTaX, KOTOPbIM He AOBepseLlb.

3ﬂeKTpOH HasA no4Tta



DNEeKTPOHHAsA noyta - 3TO TEXHONOMMA U NpeaoCTaBAsEMbIE €10 YCIYrM NO nepecbilike u
MOSTYYEHMIO 3/IEKTPOHHbIX COO6LLEHNIA, KOTOpble pacnpeaensitoTCs B KOMMbIOTEPHON CETU.
O6bl4HO  2/IEeKTPOHHbIM  MOYTOBbLIM  AWMK  BbIMNSAWUT  cneaywowmm  obpasom:
MMS_Nonb3oBaTena@uMs_aomMeHa. Takxke Kpome rnepefadnm NpocToro TekcTa, UMeeTcs
BO3MOXHOCTb nepegaBaTb daiinbl.

OcHoBHble coBeTbl N0 6e3onacHOM paboTe C 3NEeKTPOHHOW NOYTOWN:

1. Hapo BbibpaTb NpaBubHbIA NOYTOBbLIA CEPBUC. B MHTEpHETe eCTb OrpOMHbIN Bbi6Op
6ecnnaTHbIX MOYTOBbIX CEPBMUCOB, OAHAKO Ny4lle A0BEpSATb TeM, KOro 3Haewb M KTO
NepBbll B peNTUHrE;

2. He ykasblBalhi B JIMYHOM Mo4uTe NNYHYO0 MHBopMauunto. Hanpumep, nyduwe BbibpaTb
"My3blkanbHbI_daHaTt@" unm "pok2013" BMecTo "Temal3";

3. Vcnonb3yi ABYX3TanHy aBTOpM3auuilo. DTO Korga noMmMMo napons HY>XHO BBOAWUTb
Ko, NpucbllaeMblii no SMS;

4. Bblbepu CNOXHbIA Maponb. ANs KaXxaoro no4vtoBOro swmka AomkeH 6biTb CBOM
HaZEeXHbl, YCTOMYMBBIA K B3/I0OMY Naposb;

5. Ecnn ecTtb BO3MOXHOCTb HammcaTb CaMOMYy CBOW JINYHbIM BOMPOC, WCMNONb3YH 3Ty
BO3MOXHOCTb;

6. Mcnonb3yin HECKONbKO MOYTOBbIX SAWMKOB. [lepBblit A8 4aCTHOW nepenucku ¢
aapecaTaMn, KOTOpbIM Tbl AoBepselb. 3TO 3/1IeKTPOHHbIN agpec He HaA0 MCNOoMb30BaTb
npu perncTpauum Ha opyMax n camtax;

7. He oTkpbiBan annbl n gpyrue BAOXeHus B MMCbMax, AaXKe eC/iv OHW MPULLAN OT TBOUX
apy3sen. Jlyduwe yTOYHU Y HUX, OTMpPaBAsaan n oHU Tebe 3Tu dalinsl;

8. MNocne okoH4YaHUs paboTbl HAa NOYTOBOM CeEpPBUCE Nepes 3aKpbiTMEM BKIAAKN C CANTOM
He 3abyab HaxaTb Ha "BbinTn".

Kn6epObynnuHr nunm BupTtyanbHoe usaeBaTenibCTBO

KnbepbynnuHr - npecnegoBaHume coobLieHnamMm, cogepxalimnmm ockopbneHms, arpeccuio,
3anyruBaHue; XyJWraHcTBO; counanbHoe 60MKOTMPOBaAHWE C MOMOLbIO PAa3/INYHbIX
WHTEepHEeT-CepBUCOB.

OcHoBHble coBeTbl Mo 60pbbe ¢ kKnbepbynnmMHrom:

1. He 6pocaincsa B 6oi. Jlyywmnin cnocob: nocoBeToBaTbCs Kak cebsa BECTU U, eCln HEeT
TOro, K KOMy MOXHO 06paTuTbCs, TO BHa4ane ycrnokomTbcs. ECAn Tbl HauHeWwb OTBeYaTb
ockopbneHuaMum Ha ockopbneHus, To ToNbKO ewe 6onblie pasoxxkKelwb KOHMOANKT;

2. Ynpasnsamn cesoen knbeppenyrtauunei;

3. AHOHMMHOCTb B ceTu MHuMas. CyLlecTBYKT crnocobbl BbISCHUTb, KTO CTOUT 3a
AHOHMMHbIM aKKayHTOM;

4. He CTOUT BeCTU XynUraHckum obpas BMUpPTYanbHOM XWU3HU. NHTEpHET pukcmpyeT Bce
TBOW AENCTBUS U COXPAHSAET uUX. YAanutb nx 6yaet KpanHe 3aTpyAHUTENbHO;

5. Cobntopan cBOKO BUPTYaNbHYIO YeCTb CMOMOAY ;



6. WrHopupyn eanHnYHbIM HeraTuB. OAHOpa3oBble OCcKOpbuTenbHble coobLeHnsa nydwe
nrHopmposaTtb. O6bIYHO arpeccusi NpekpawaeTcs Ha HavyaabHOW CTaanu;

7. baH arpeccopa. B nporpammax o6MeHa MFHOBEHHbLIMW COOOLEHUAMU, B COUMANBHbBIX
CETAX eCTb BO3MOXHOCTb 6/1I0KMPOBKW OTNPaBKM COOBLLEHUI C OnNpeaesieHHbIX aApecoB;
8. Ecnn TbI cBupetens kubepbynnuHra. TBOM AENCTBUSA: BbICTYNMUTb MNPOTUB
npecnegoBartens, nokasaTb €My, YTO ero AeCTBUS OLLeHMBAIOTCSA HEraTMBHO, NoAAEPXKaTb
XepTBY, KOTOPOW HYyXHa MCUMXONOrnyeckas nomollb, COO6WUTb B3pOCAbIM O dakTe
arpeccMBHOro NoBeAEHUS B CETHU.

Mo6unbHbIN TenedoH

CoBpeMeHHble CMapTdOHbI U NaHWeTbl cogepxaT B cebe BnosiHe B3pOCNbli pyHKUMOHAnN,
W Tenepb OHW MOryT KOHKYpMpOBaTb CO CTauUMOHapHbIMKM KoOMMbikoTepamu. OpHako,
CpeacTB 3awmuThbl AN NoAobHbIX YCTPOMCTB MOKA O4YeHb Mano. TecTMpoBaHWe M MOWUCK
YS3BUMOCTEN B HUX NMPOUCXOAUT HE TaK MHTEHCMBHO, Kak Ans MK, To e camoe KacaeTcs
M MOBUABbHBLIX MPUIOXKEHUA.

CoBpeMeHHble MObubHblE Bpay3epbl yXXe NpakKTUYeCcKuM AOrHaau HacTo/ibHble aHanorm,
OAHaKO pacwupeHne yHKLMOHaNa BredeT 3a Cobon 60/blYH CNOXHOCTb U MEHbLUYHO
3aMLLEHHOCTD.

[aneko He BCe MPOU3BOAUTENWN BbINyCKaT OBHOB/IEHMS, 3aKpbiBaloWMe KpUTUYECKUE
YS3BUMOCTU A5 CBOUX YCTPOMCTB.

OcHoBHble coBeTbl A1 6e30nacHOCTU MOBUAbHOIo TenedoHa:

Huuyero He aBnseTcsa no-HacrtosweMmy 6ecnnatHbIM. Byab OCTOpoXeH, Beab Koraa Tebe
npegnaratot 6ecnnaTHbI KOHTEHT, B HEM MOIyT 6biTb CKPbITbl Kakue-TO naaTHble YCNyrn;
Oyman, npexae 4eMm otnpasBuTb SMS, ¢doTO nan BMaeo. Tbl TOYHO 3HaeEllb, rae oHn byayT
B KOHEYHOM utore?

HeobxoanmMo 06HOBASATL ONEepaLMOHHYI0 CUCTEMY TBOEro cMapTdoHa;

Ncnonb3yn aHTMBMPYCHblE NpOorpaMMbl AN MObunbHbIX TenedoHOB;

He 3arpyxar npunoxeHus OT HEU3BECTHOro WUCTOYHMKA, BeAb OHW MOryT coaepxaTb
BpPEeAOHOCHOE nporpamMMHoe obecneyeHune;

Mocne TOro Kak Tbl BblWAeWwb C CaWTa, rae BBOAWA JNIMYHYK MHMOpMauuio, 3anam B
HacTpoWnKKn 6paysepa u yaanu cookies;

Mepuoanyeckn npoeepsii, Kakme niaaTtHble YCNYyrm akTUBUPOBaHbl HA TBOEM HOMepe;
[aBait cBoii HoMep MOBUIbHOrO TenedoHa TONbKO AKASM, KOTOPbIX Thl 3HaElWb U KOMY
aosepseLlb;

Bluetooth pnonxeH 6bITb BbIKOYEH, KOraa Tbl UM HE Nofnb3yewbcs. He 3abbiBan nHoraa
npoBepsTb 3TO.

Online urpsbl



CoBpeMeHHble OHMaWH-Urpbl - 3TO KpacoyHble, 3axBaTbiBalOWME pas3BieyeHus,
obbeaMHAOWNE COTHU ThICAY YenoBeK No BCeMy MuUpy. Nrpokn nccneayroT AaHHbIA UM
Mup, obwalrTcs Apyr C APYroM, BbINOJHAT 3afaHus, CpaXalTcd C MOHCTpaMu W
Nosy4YarT ONbIT. 32 YA0BO/IbCTBME OHU MAATAT: NOKYNalT AUCK, ONsia4ynBatoT aboHeMeHT
nnn npuobpeTarT Kakne-To onumu.

Bce 3T cpeactBa wmayT Ha noanepxaHue U pasBUTUE UMpbl, a TakKXe Ha camy
6e30nNaCcHOCTb: COBEPLUEHCTBYIOTCS CUCTEMbl aBTOPM3aLnMM, BbIMyCKAKOTCA HOBble MaTyu
(umndposble 3anaTky ANa NMporpamMM), 3aKpbIBalOTCA YA3BUMOCTU CEPBEpPOB.

B nogobHbIX urpax CTOMT onacaTbCs He CTO/IbKO CBOMX COMEPHMKOB, CKObKO KpaXwu
TBOEro rnaposnsi, Ha KOTOPOM OCHOBaHa CUCTEMa aBTopu3auum 60NbLWINHCTBA UMp.
OcHoBHble coBeTbl M0 6€30NacHOCTN TBOEro UPOBOIro akKayHTa:

1. Ecnn gpyroi urpok seget cebs nioxo mnm cosgaet Tebe HenpusaTHOCTM, 3abnoknpym
ero B CNUCKe UrpoKos;

2. Moxanynca aaMMHUCTpaTopaM Urpbl Ha NMa0OXoe noBeAeHmne 3TOro rpokKa, KenatenbHOo
NPUIOXNTb KaKne-TO AOoKasaTeNbCTBa B BUAE CKPUHOB;

3. He ykasbiBal Nn4Hy0 nHdopMaunto B npodarine urpsol;

4. YBaxkah ApYyrnux y4acTHUKOB MO Urpe;

5. He yctaHaBnuean HeoduumanbHble NaTtym n Moabl;

6. Ncnonb3yn CNOXHblE N pa3Hble Naponu;

7. [axe BO BpeMs Urpbl He CTOUT OTK/A4YaTb aHTUBMPYC. lokKa Tbl Urpaews, TBOM
KOMMbIOTEP MOrYT 3apasuThb.

DULLIMHT unm KpaXxa NMNYHbIX AaHHbIX

O6bI4YHOM KpaXxkel AeHer U AOKYMEHTOB CEeroHs y>e HUKOro He yAMBULLb, HO C pa3BUTUEM
WHTEPHET-TEXHONOMNI 3N0YMbIWAEHHUKN NEepeMecTUINCb B MHTEPHET, U MpOAO/IKaT
3aHMMaTbCsa "nbumMbiM" genom.

Tak nosiBunacb HoBas yrposa: WHTEPHET-MOLWEeHHUYeCcTBa MW (UWKHE, FaBHas uenb
KOTOPOro COCTOUT B MOAYYEHUU KOHPUAEHUMANbHbIX AaHHbIX NOMb30BaTeNnen - TO0rMHOB
n naponen. Ha aHrnuiickom a3bike phishing unMtaetca kak ¢puwuHr (ot fishing - pbibHas
nosns, password - naponb).

OcHoBHble coBeTbl N0 6opbbe C PULLNHIOM:

1. Cneau 3a CBOMM akkayHTOM. Ecnu Tbl nogo3peBaellb, YTO TBOS aHKeTa bbina B3/10MaHa,
TO Heob6xoanMo 3abnokmpoBaTb ee 1 CoobLWNTbL agMUHUCTpaTopaM pecypca 06 3TOM Kak
MOXHO CKOpee;

2. cnonb3yn 6e3onacHble Beb6-canTbl, B TOM YMCNe, MHTEPHET-MAara3mHOB M MOWUCKOBbIX
cucrtem;

3. Wcnonb3yh CnoxHble U pa3sHble naponun. Takmm obpasom, ecnu Tebs B3noMalT, TO
3/710YMbILWNEHHMKN NoayYaT AOCTYN TObKO K OAHOMY TBOeMy Npodwuito B CETU, @ He KO
BCEM;



4. Ecnn Tebsa B3noManu, To Heo6X0AMMO NpeaynpeanTb BCEX CBOMX 3HAKOMbIX, KOTOpbIe
AobasneHbl y Tebs B ApYy3bAX, O TOM, UTO Tebs B3nloManu 1, BO3MOXHO, OT TBOEr0 UMEHN
6yaeT paccbinaTtbCs CNaM U CCbIIKM Ha PULLMHIOBbIE CaiThbl;

5. YcTraHoBM HagexHbin naponb (PIN) Ha MObunbHbIN TenedoH;

6. OTKNOUYM coxpaHeHue napons B 6pay3epe;

7. He oTkpbiBan dalinbl n gpyrne BAOXEHUS B MUCbMaXx, AaXe €C/IM OHU MPULLIN OT TBOUX
apy3sen. Jlydwe yTOYHU Y HUX, OTMPaBAsanmn N oHU Tebe 3Tn dalinbl.

LUndposas penyTtauus

LUndpoBass penyTtauusa - 3T0 HeraTuBHas UM Mo3MTUBHAs MHMOpMauns B ceTu o Tebe.
KomnpomeTupytowasa wuHdbopMaums, pasMelleHHass B MHTEPHEeTe, MOXET Cepbe3HbIM
o6pa3oM OTpasuTbCsl Ha TBOEeW peanbHOM XU3HW. "LUndpoBaa penytaumsa" - 3To TBOM
MMWIX, KOTOPbIN popMmpyeTcsa U3 nHdopmauum o tebe B MHTEPHETE.

TBOE MeCTo XUTenbCcTBa, y4yebbl, TBOE HDMHAHCOBOE MNONOXKEHNE, OCOBEHHOCTN XapaKTepa
M pacckasbl 0 61M3KUX - BCE 3TO HaKanJMBaeTCs B CETU.

MHoOrme noApoCTKM JIEFKOMbICNIEHHO OTHOCATCA K NybnuvkauuMu NMYHOM MHGpOpMauun B
NHTepHeTe, HE NOHUMAsA BO3MOXHbIX MNOCIEACTBMI. Thbl Aa)Xe HEe CMOXellb AoraaaTbCsa O
TOM, 4TO poTorpacdums, pasmeweHHasa 5 neT Hasag, ctana NPUYMHOM OTKa3a NPUHATL Tebs
Ha paboTy.

KoMMeHTapumn, pa3MelleHne TBonx gotorpaduii n apyrme AeNcTBus MOryT HE UCUYE3HYTb
AaXke nocne Toro, Kak Tbl UX yAanuuwb. Tbl HE 3HaelWb, KTO COXPaHWUN 3Ty nHdopMaumto,
nonana v oHa B NOMCKOBbIE CUCTEMbI M COXPAaHWAChb SN OHA, a@ rMaBHOE: YTO NoAayMatoT
o Tebe okpyxatowme AN, KoTopble HanaAyT U yBUMAAT 3T0. Hantu nHdopMaumo MHOro
NET cnycTsa CMOXeT Ntobon - Kak n3 aobpbix NobyxxaAeHUN, TaK U C HAMEPEHMEM NPUYNHUTDL
BpeA. OTO MOXeT 6bITb KTO YrOAHO.

OcCHOBHble COBETbI MO 3awwnTe UMdpPOBON penyTaunmn:

1. Moagyman, npexae 4yeM 4TO-TO Nyb6AMKOBaTb M NepedaBaTb y cebs B 6nore mnu B
COUMANbHOM CETK;

2. B HacTtpolikax npodunsa ycTaHOBM OrpaHUYEHUS Ha MPOCMOTP TBOEro npoduis n ero
CoAepXMMOro, caenan ero Tonbko "ang apysen";

3. He pa3mewan n He ykasbiBa MHDOpMaUKMIO, KOTOpash MOXET KOro-nnbo ockopbnatb
nnu obmxaTb.

ABTOpCKOE npaBo

CoBpeMeHHbIe WKOJIbHUKMK - aKTUBHbIE NONb30BaTeNn LndpoBoro npocrpaHcrea. OgHako
AANeKo He BCe 3HAloT, YTO MOSIb30BaHME MHOIMMMW BO3MOXHOCTAMM LMEMPOBOro Mmpa
TpebyeT cobnogeHus npaB Ha MHTENNEKTYanbHYO CO6CTBEHHOCTD.

TepMunH "WHTennekTyanbHass COOCTBEHHOCTb" OTHOCUTCA K pa3/iMyHbIM TBOPEHUSAM
4YenoBeYeCKoro yMa, HauyMHas C HOBbIX W306peTeHnidi M 3HakoB, 0603HavaroWwmx



COBCTBEHHOCTb Ha MPOAYKTbl U YCAYrM, W 3akaHuMBas KHuUramu, doTorpacdusamu,
KMHOMUIBbMaMM N My3blKasibHbIMW MPOU3BEAEHUSIMU,

ABTOpPCKME NpaBa - 3TO NpaBa Ha WHTENNEKTyaNbHYl CO6CTBEHHOCTb Ha MPOU3BEAEHUS
HayKW, NUTepaTypbl U UCKYCCTBa. ABTOPCKME MpaBa BbICTYNalOT B KayecTBe rapaHTun
TOr0, YTO MHTEJIEKTYaNIbHbIN/TBOPYECKNI TPy aBTOpa He 6yAeT HanpacHbIM, AACT eMy
crnpaBea/iMBble BO3MOXHOCTM 3apaboTaTb Ha pesynbTaTax CBOero Tpyaa, MNoJyuYuTb
M3BECTHOCTb U MpU3HaHWe. HUKTO 6e3 pa3pelleHnss aBTopa HE MOXET BOCMPOU3BOAUTb
ero npousBeAeHWe, pacnpocTpaHsaTb, My6JMUYHO AEMOHCTPMpPOBATb, MNpoOAaBaTh,
UMMNOPTUPOBATb, MyCcKaTb B MPOKAaT, My6/IMYHO WCMOJSHATb, MOKa3blBaTb/UCMONHATL B
adupe nnm pasmellaTtb B MIHTEpHeTe.

Mcnonb3oBaHne "nMuMpaTckoro" nporpaMMHOro obecrneyeHus MOXET MPUBECTU K MHOTUM
pUCKaM: OT MOTepU AaHHbIX K TBOMM aKKayHTaM A0 6/10KMPOBKM TBOEro YCTPOMCTBA, rae
YCTaQHOB/IEHA HenerasbHas nporpaMMa. He CTOMT Takxe 3abblBaTb, UYTO CYLLECTBYHOT
neranbHble N 6ecnniaTHble NporpaMMbl, KOTOPbIE MOXHO HAaWTK B CETH.

O noptane

CeTeBMYOK.pdd - TBOW [NaBHbIN COBETYMK B CETU. 34eCb Tbl MOXeWb Y3HaTb O
6e30nacHOCTM B CETM MOHATHbIM W AOCTYMHbIM $3bIKOM, @ MpU BO3HWUKHOBEHUM
KPUTUYECKOM CUTyaumMm ob6paTUTbCS 3@ COBETOM. A Takxe MPUHSATb y4acTMe B KOHKypcax
N CTaTb CaMblM UMPOBbLIM rpaxxaaHUHOM!



