HNugopMmanonHas naMsTKa JJ1s1 HeCOBEPILIEHHOJIETHUX 110 BOIIPOCaM
KHOep0e30nacHOCTH

B ceTu «MHTEpHED»

KoMnnIoTepHbI€ BUPYCHI

KomnproTepHbIii BUPYC - 3TO Pa3HOBUIHOCTh KOMIIBIOTEPHBIX IPOTrPaMM,
OTJIMYUTEIBHOM OCOOCHHOCTHIO KOTOPOU SIBJISIETCSI CHOCOOHOCTh K Pa3MHOKEHUIO
(konupoBaHuio). B nomnosiHeHHe K 3TOMYy, BHUPYChl MOTYT HOBPEAUTH WIIU
MOJIHOCTHIO YHUYTOXUTH BCe (haiiyibl M TaHHBIE, MOJKOHTPOILHBIC MOIH30BATEIIO,
OT UMEHU KOTOPOro ObLIa 3alylieHa 3apaxEHHas IporpaMma, a Takke MOBPEIUTh
WIN JaXK€ YHUUYTOXKUTH ONEPAlMOHHYIO CUCTEMY CO BceMu (aitnamu B nenom. B
OOJBIIMHCTBE CIIy4aeB PaCHpPOCTPAHSIOTCS BUPYChI YEPE3 UHTEPHET.

MeToabl 3alIUTHI OT BPEAOHOCHBIX IPOTPaMM:

1. Hcnonb3ylh COBpEMEHHBIE ONEPALMOHHBIE CUCTEMBI, UMEIOIIIE
CEpPBE3HBIN YPOBEHD 3aLIMTHI OT BPEIOHOCHBIX IPOTrPaMM;

2. [locTostHHO ~ ycTaHaBnuBail mnatuu (UUQPPOBBIE 3arlIaTKH,
KOTOpbIE aBTOMATHMYECKM YCTAHABJIMBAIOTCA C LEIbI0  JOpabOTKHU
IporpaMmbl) U JApyrue OOHOBJIEHHUS CBOEH OINEpPalMOHHOW CHCTEMBI.
CkaunBaii MX TOJBKO ¢ oduimanpbHOoro canrta pazpadorunka OC. Ecmu
CYIIIECTBYET PEKUM aBTOMATHYECKOTO OOHOBJICHHUS, BKIIIOUH €T0;

3. PaboTail Ha cBOeM KOMIBbIOTEPE IMOJ] MpaBaMH MOJIb30BATENs, a
HE aJMHUHHUCTpATOpa. OTO HE TMO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX
IPOrpaMM MHCTAJUIMPOBATHCS Ha TBOEM MEPCOHAIIBHOM KOMITBIOTEPE;

4. Hcnonb3yii aHTUBUPYCHBIE TPOTPAMMHBIE TPOAYKTHI U3BECTHBIX
IPOU3BOMUTEIICH, C aBTOMATHYECKUM OOHOBJIICHUEM 0a3;

5. Orpannup  (U3MYECKUH  AOCTYyH K  KOMIIBIOTEpY A
MIOCTOPOHHMX JIULL;

6. Hcnonb3yil BHEIIHHE HOCHUTENIM HHPOPMALIMKM, Takue Kak
bnemka, auck wimu (daitn u3 HHTEepHETa, TOJBKO W3 MPOBEPEHHBIX
VICTOYHHKOB;

7. He oTkpeiBaii KoMIbIOTEpHBIE (Dailipl, TMOJY4YEHHBIE U3
HEHaJIEKHBIX MCTOYHHUKOB. Jlaxke Te haiisibl, KOTOphIE MpHUCIal TBOM

3HaKOMBIN. Jlyulie yTouH# y HEero, OTIpaBJisiy JId OH TeOe UX.



Cern WI-FI

C nomompio WI-Fi MoxHO monayuuth O€CIUIATHBIM HMHTEPHET-IOCTYI B

OOIIIECTBEHHBIX MecTax: Kade, OTeNsIX, TOProBbIX IIEHTPAX M a’dpornoprax. Tak xe
ABJISCTCS OTJIMYHOM BO3MOXHOCTBIO BbIXOJia B MHTepHeT. HOo MHOrMe skcreptsl
CUMTaIOT, uTo o01menoctynHsie WiFi cetu He sSBist0oTCS 6€30MacCHBIMHU.

CoseTtbl 10 6e30macHOCTH PadoOThI B 001e10CTYNHBIX ceTax Wi-fi

1. He mnepemaBaii cBow JuyHyl0 HMHGOpMAIMIO  4Yepe3
obmenocrynubie Wi-Fi cetu. PabGotas B HHMX, *XejgaTeIbHO HE BBOAUTH
MapoJii A0CTyNa, JIOTHHBI U KaKUe-TO HOMEPA,

2. Hcnone3yii U OOHOBISH aHTUBUPYCHBIE MPOTPAaMMBl U
OpanaMmaysp. TeM caMbIM Thl 00€30N1aCUIIIb Ce0s OT 3aKaYyKHU BUPyca Ha TBOE
YCTPOWCTBO;

3. Ilpu wucnonwszoBanuu Wi-Fi otkmoun ¢yskiuo «OO0mmit
JOCTYT K ¢aiiinam u mpuHTepam». JlanHas QyHKIHS 3aKphITa IO YMOJTYaHUIO,
OJTHAKO HEKOTOPBIC IMOJh30BATEN AaKTUBUPYIOT €€ I ymoOcTBa
HCIIOJIb30BaHUs B paboTe WM yueoe;

4. He wucnonw3yét nmyOnmuneiii WI-FI s mepenaum  muyHBIX
JAHHBIX, HAMPUMEp, ISl BBIXOJA B COLIMAJIbHBIE CETU WM B AJIEKTPOHHYIO
MouTY;

5. Hcnonb3yii Tonbko 3amuuieHHoe coeauHenue yepes HTTPS, a
He HTTP, 1.e. npu HaGope BeOG-aapeca BBOAU UMEHHO «https://»;

6. B moOunbHOM Tenedone oTkiaoun GyHKImo «lloakmoueHne k
Wi-Fi aBromatmdecku». He pomyckaii aBTOMAaTHYECKOTO TMOAKIIOUCHUS

yctpoiictBa k cetsiMm Wi-Fi 6e3 TBoero cornacusi.

ConmajbHbIe CeTH

ComnmanbHas CeTh - 3TO CAlT, KOTOPBINA MPEOCTABISIECT BO3MOXHOCTD JIFOSM
OCYILECTBIJIATh OOIICHHE MEXIy co0oil B MHTepHeTe. Yamne Bcero B HUX JUIS
K)KI0TO YeJIOBEKA BBIJCIISICTCS CBOSI JIMYHAS CTPAHUYKA, HA KOTOPOH OH yKa3bIBaeT
0 cebe paznuuHylo WHGOPMAIWIO, HAYMHAS OT WMEHH, (paMuiInu U 3aKaHIMBas
audHBIMU (oTorpadusivu. MHOTHE ITOJIb30BaTENIN HE TOHUMAIOT, 4TO HH(OpMAIHs,
pa3MelleHHast MU B COITMATIBHBIX CETSX, MOYKET OBITh HalIeHa ¥ HCITOJIb30BaHa KEM

YIrogHo, B TOM 4HCJIC HC 00s13aTeNBHO ¢ OIaruMu HaMCPCHUAMMU.

OCHOBHBIE COBETHI IO 0€30MACHOCTH B COLUAILHBIX CEeTHAX:



1. Orpannub CIUCOK Apy3ei. Y TeOsi B IPy3bsAX HE JOHKHO OBITH
CITy4allHbIX U HE3HAKOMBIX JIIO/ICH;

2. 3amuiail CBOK YacTHYIO W3Hb. He yka3piBall mapouiu,
TesnedoHsbI, aipeca, 1aTy TBOETO POKACHUS U APYTYIO TUUHYIO HHPOPMAIIHIO.
31M0YMBIIIJIEHHUKH MOTYT KCIIOJIb30BaTh Aa)Ke HHPOPMAIMIO O TOM, KaK ThI
Y TBOM POAUTEIIN TJIAHUPYETE IPOBECTH KAHUKYIIbL;

3.  3amuinail cCBOIO pemyTaluio - AEp>KM €€ B YHCTOTE M 3ajiaBaii
cebe Bompoc: XoTen Obl Thl, YTOOBI JPYTHE MOJIB30BATEIN BUJIEIH, YTO ThI
3arpyxkaems? [lomymai, mpexae 4em 4To-TO OmyOJMKOBaTh, HANMCATh U
3arpy3uTh;

4.  Ecnu Tbl TOBOpPUIIL C JIOJIbMH, KOTOPBIX HE 3Haellb, HE
UCIIOJIb3YH CBOE pealibHOE UMS M IPYTYIO JIMYHYI0 HH(OPMAILIK: UMSI, MECTO
KUTEIBCTBA, MECTO Y4€ObI U MPOUEE;

5.  U30Gerait pasmemenusi ¢ortorpaduit B MuTepuere, rae T
U300pakeH Ha MECTHOCTH, IO KOTOPOM MOXHO OIpPEAEIUTh TBOE
MECTOMOJIOKEHHUE;

6. Ilpm peructpauu B COLMAIBHOM CETU  HEOOXOIUMO
UCIIOJIb30BaTh CJIOXKHBIE MApOJIM, COCTOsAlME M3 OykB M HUDp U C
KOJIMYECTBOM 3HAKOB HE MeHee §;

7. Jns commanbHO# ceTu, MOYTHl U APYTHX CAaTOB HEOOXOIUMO
UCIIOJIb30BaTh pa3Hble Mmapoiu. Torga eciau Teds B3JIOMAIOT, TO

3JIOYMBIIUICHHUKU IT1OJIYYAT OAOCTYII TOJIBKO K OOJHOMY MCCTY, @ HC BO BCC

cpasy.

DJICKTPOHHbIE TeHbLI'H

DJIeKTPOHHBIC JEHBIM — 3TO OUYEHb YAOOHBIA CIOCOO TUIaTeXel, OJHAKO
CYIIECTBYIOT MOIIIEHHUKH, KOTOPBIE XOTST MOJIYUYUTh ITH JICHBIU.

DJIEKTPOHHBIE JICHBI'Y MOSIBUJIMCh COBCEM HEJIABHO U UMEHHO M3-3a 3TOT'0 BO
MHOTHX FOCyapCTBax J0 CUX MOP HE NPOIMKUCAHO MPO HUX B 3aKOHAX.

B Poccun xxe orr GyHKIIMOHUPYIOT U O HUX YK€ TIPOIHMCAHO B 3aKOHE, TE UX
pa3aEAI0T Ha HECKOJIBKO BUIOB - aHOHUMHBIE U HE aHOHUMHBIC. Pa3Huiia B ToM,
YTO AHOHMMHBIE - 3TO T€, B KOTOPBIX pa3pelraeTcss MPOBOAWThL omeparuu 0e3
UJeHTU(PUKAIIMY TI0JI30BATENIA, & B HE aHOHUMHBIX UACHTU()UKAIIMYN T0JIb30BaTEIs

SBJISIETCS 003aTEIBHOM.



Taxke crnemyer pa3nuuaTh JJICKTPOHHBIE (UATHBIE JEHbIH (PaBHBI
rOCy/lapCTBEHHBIM BaJlOTaM) M 3JEKTPOHHbIE HE(HUATHBIE NE€HbI'M (HE paBHBI
rOCyJ1apCTBEHHBIM BAIIOTaM).

OcHoBHBIE COBETBI 110 0€30NaCHO padoTe ¢ JJIeKTPOHHBIMH IeHbI AMMU:

1.  TlpuBsku k cueTy MOOMIIBHBIN TenedoH. ITO caMblil yIO0OHBIN U
OBICTPBII c0cO0 BOCCTAaHOBUTH JOCTYyH K cueTy. IIpuBsizaHHBIN TenedoH
IIOMOXET, €CIU 3a0y/Iellb CBOM IJIATEKHbIN NapoJib WK 3aiiJIeIb Ha CallT C
HE3HAKOMOT'O YCTPOMCTBA;

2. Ucnons3yir oxgHopazoBele maponu. llocne mnepexoma Ha
YCUJICHHYIO aBTOPHU3alUIo0 Tebe yxke He OyJeT yrpoxkaTh OMAaCHOCTb KpaxH
WIN [IepeXBaTa IIaTeXHOro NapoJs;

3.  BriGepu cnoxsbsiii naposas. IIpectynHukam Oyner He IpoOCTO
yrajath CJIOXHBIA maposib. HagexHsle mapoim — 3TO HapoJid, KOTOPBIE
coJiepkaT He MeHee 8 3HAKOB M BKJIIOYAIOT B €0l CTPOYHBIE U MPOMUCHBIE
OyKBbI, IUPPHI U HECKOJBKO CHMBOJIOB, TaKH€ KakK 3HAK jojuiapa, (pyHTa,
BOCKJIMIIATEIbHBIN 3HAK U T.1. Hampumep, StROng!;;

4. He BBOAM CBOM JIMYHBIE JaHHbIE Ha calTaX, KOTOPbIM HE

AOBCPACHIb.

DJICKTPOHHAS MOYTA

DJIEKTPOHHAsS MOYTa — 3TO TEXHOJOTHUS U MPEAOCTABISEMBIE €0 YCIYTH 10
NEPECHUIKE U MOJYYEHHUIO 3JIEKTPOHHBIX COOOIIEHUMN, KOTOPBIE pACIPEESIOTCS B
KOMITbIOTEpHOU ceTH. OOBIYHO dJEKTPOHHBIA TMOYTOBBIM SIIUK BBITJISAJIUAT
CJIETYIOIIUM 00pa3oM: UMs_MOJIb30BaTeNsI(@uMsL_oMeHa. Taxxke kpoMe nepesadn
IPOCTOTO TEKCTa, IMEETCS BO3MOKHOCTh MepeaBaTh (ailiibl.

OcHoBHBIE COBETHI 10 0€30MAaCHOI padoTe ¢ YJIEKTPOHHON MOYTOM:

1. Hano BbIOpaTh mpaBUiibHBINA MOYTOBBIN cepBuc. B MHTepHeTe
€CTh OTPOMHBIM BHIOOP OECIUIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO Jy4YIlle
JOBEPATH TEM, KOT'O 3HACUIb U KTO IEPBBIA B PEUTUHTE;

2. He yxa3piBalli B JIMYHOW MOYTE JIMYHYIO HH(POPMAIHIO.
Hanpumep, mnyuie BbuIOpaTh «My3bIKQIBHBIN (aHaT@» uaum «pok2013»
BMECTO «TeMal3»;

3. Hcnonb3yil ABYX3TAallHYK aBTOPU3ALHMIO. JTO KOTrJa MOMHMO

1apoJisi Hy’)KHO BBOJUTh KO/, IPUChUIaeMbIi 110 SMS;



4. BriGepu ciioxHBIM maponb. J[as KakIOro Mmo4TOBOTO SIIIIAKA
JIOJDKEH OBITh CBOM HAJIC)KHBINM, YCTOMYMBBIN K B3JIOMY MapoJib;

5. Ecin ecTtp BO3MOXHOCTH HamucaTb CaMOMY CBOW JIMYHBIN
BOIIPOC, UCIIOJIB3YH 3Ty BO3MOKHOCTb;

6. HNcnonb3yld HECKOJBKO TIOYTOBBIX SIIAKOB. llepBeil s
YaCTHOM TIEpEeNUCKU C aJpecaraMy, KOTOPhIM Tbl JOBEpSCIIb. ITO
AIIEKTPOHHBIN apec HEe HaJI0 UCIIOIb30BaTh IPHU PETUCTPALMK Ha PopyMax u
calTax;

7. He oTkpsiBaii (aiinel v Apyrue BIOKEHHUS B MHUCbMAaX JaXKe €Clu
OHU MPHUIIUIA OT TBOUX JApy3eH. Jlydile yTouHu y HUX, OTIPABISIIN JIA OHU
Tebe 3Th (aitnbl;

8. [Tocne okoHuaHuss pabOTBI Ha IOYTOBOM CEpPBHUCE TMepen

3aKPbITHEM BKIIAAKHU C CalTOM HE 3a6y111> HaXkaTh Ha « BeIATHY.

KuoepOoyJJJIMHT WM BUPTYVAJLHOE U31EBATEILCTBO

KubepOymmmHr — npecie0BaHue COOOIICHUSAMU, COJICpKAIUMHU
OCKOpOJIeHUS, arpeccuio, 3alyruBaHueE; XYJUTaHCTBO; COLIMAJIbHOE
OOMKOTUPOBAHUE C TOMOUIBIO PA3IMYHBIX HUHTEPHET-CEPBUCOB.

OcHoBHBIE cOBeTHI 110 00pBOE ¢ KNOEPOYJVIMHTOM:

1.  He 6pocaiicsa B 60ii. JIyumuii crioco0: MOCOBETOBATHCS KaK ceOsI

BECTU M, €CIUM HET TOro, K KOMY MOXHO OOpaTUThbCs, TO BHaydale

yCHoKOUThCS. Eciu Thl HaUHENIb OTBEYaTh OCKOPOJIEHUSIMU HAa OCKOPOJICHNS,

TO TOJIBKO €I1le OOJIbIIIe Pa30kKKEITh KOH(PIIUKT;

2. VYnpaBnusii cBoel kubeppemnyTanuei;
3. AHOHMMHOCT, B ceTu MHHMas. CymecTBYIOT CIOCOObI

BBISICHUTB, KTO CTOUT 32 aHOHUMHBIM aKKayHTOM;

4. He crout BecTm Xynuranckuii o0pa3 BUPTYaJbHOU >KU3HH.

NutepHeT Pukcupyet Bce TBOU IEUCTBUS U COXPAHSIET UX. Y IalIUTh UX OyAeT

KpalHe 3aTpyIHUTENBHO;

5. Benu cebs BeXIHMBO;
6. Urnopupyu €IMHUYHBIN HETATUB. OnHOpa3oBbIe

OCKOpOUTEIbHBIE COOOIICHUS Jydllle WUrHOpUpoBaTh. OOBIYHO arpeccus

IMPCKPAIIACTCs Ha HavyaJIbHOU CTaauu,



7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH
COOOIICHUAMH, B COIMAJBHBIX CETAX €CTh BO3MOXKHOCTb OJIOKHPOBKU
OTIIPABKHU COOOIIECHUI C ONPEIETICHHBIX a/IPECOB;

8. Ecimm Tb1 cBumerens kubOepOymnuura. TBoum JeicTBUS:
BBICTYIIUTh MPOTHB MpecieroBaTeNs, MOKa3aTh €My, YTO €ro JACUCTBHA
OLICHUBAIOTCS HETaTUBHO, TIOJJIEP)KaTh JKEPTBY, KOTOPOH  HYyKHA
IICUXOJIOTHYECKasi TMOMOIIb, COOOIIUTH B3pOCIBIM O (haKTe arpecCUBHOIO

IOBCACHUS B CCTH.

MoouabHbIN TeaedoH

CoBpemeHHbIe cMapT(OHBI U IJIAHIIIETHI COACPKAT B c€0e BIOJHE B3POCIIBIN
GbyHKIIMOHAT, U Telmepb OHU MOTYT KOHKYpUpPOBaTh CO CTallMOHAPHBIMU
KoMmmbioTepamu. OJIHAKO, CPEJICTB 3aIUThI IS MOJJOOHBIX YCTPOUCTB MOKA OYEHb
Masio. TecTupoBaHUE U MOUCK YSA3BUMOCTEN B HUX TPOUCXOUT HE TAK UHTEHCUBHO,
kak s [1K, To ke camoe kacaeTcsi 1 MOOMIIBHBIX TPUIIOKEHUH.

CoBpemeHHbIE MOOWJIbBHBIE Opay3epbl YK€ TMPaKTUYECKH JOTHAIIU
HACTOJIbHBIE AHAJIOTH, OJIHAKO pacIlIMpeHue (QyHKIMOHATa BIEeYeT 3a CcoOoM
OOJIBIIIYIO CIIOKHOCTh U MEHBIIIYIO 3aIIUIIEHHOCTD.

Jlaeko HE BCe MPOU3BOAMTENM BBITYCKAIOT OOHOBJICHUS, 3aKPHIBAIOIIHEC
KPUTHYECKHUE YSA3BUMOCTH JIJI1 CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI JJI1 0€30IACHOCTH MOOMJIBLHOTO TeJie(poHA:

1. Bynb octopoxeH, Beap koraa Ttede mpeayiararoT OecruIaTHBIN

KOHTEHT, B HEM MOT'YT OBITh CKPBITHI KaKHEe-TO IJIaTHBIC YCIYTH;

2. Jywmaii, npexzae yem otmnpaBuTh SMS, ¢oro mnu Bumeo. Tel

TOYHO 3Haelllb, IJI€ OHU OYyT B KOHEUHOM UTOTE?

3. HeoOxomumMo OOHOBISATH ONEPALUOHHYID CHUCTEMY TBOETO
cMapTdoHa;

4.  Hcnonws3yil aHTUBUPYCHBIE MpOTrpaMMbl JUIsi MOOMJIBHBIX
TeneOHOB;

3. He 3arpyxail npunoxxeHust OT HEU3BECTHOIO MCTOYHHUKA, BEIb

OHH MOTYT COJEPKaTh BPEJOHOCHOE MPOrPAMMHOE 00ECTICUEHHE;

6. Ilocne Toro kaxk Thl BBIMJEUIb C cailTa, IJie BBOJAWI JIMYHYIO
nH(opMarluio, 3aiii1 B HaCTpOHKH Opaysepa u yaaiau cookies;

7.  llepuomnuecku  TpoOBEpsM  KAaKWME  IUIATHBIE  YCIIYTH

AKTHMBUPOBAHLI HA TBOCM HOMCPC,



8. JlaBaii cBOWi HOMEpP MOOWIBHOTO TeleOHA TOJBKO JIHOMISIM,
KOTOPBIX THI 3HACIITH U KOMY JIOBEPSEIIIb;
9. Bluetooth pgomkeH OBITH BBIKIIOYEH, KOTrJga Thl HM HE

noJb3yeibes. He 3a0biBail HOT]a MPOBEPATH ITO.

OUINMHT WIH KPa’Ka JHYHbIX JJAHHBIX

['maBHas menp QUIIMHT - BHAa VIHTEpHET-MOIICHHUYECTBA, COCTOUT B
MOJTyYeHUU KOH(PUICHINATIBHBIX TaHHBIX TOJIb30BaTENIC — JIOTHHOB U MapOJICH.
Ha anrmmiickom si3bike phishing unrtaercs kak ¢umuar (ot fishing — peiOnas
JOBIIs, password — Mmaposb).

OcHoBHBIE COBETHI 0 00pbOe ¢ GUIIMHTOM:

1.  Cnenu 3a cBouM akkayHTOM. Eciiu ThI I0J103peBaeIiib, YTO TBOS
aHkeTa OblJa B3JOMaHa, TO HEOOXOAMMO 3a0JOKHUPOBATH €€ M COOOLIUTH
aJIMUHHCTPATOpaM pecypca 00 3TOM Kak MOKHO CKOpEE;

2.  Hcnons3yit 6e3omacHbie BeO-caliThl, B TOM YHCIE, UHTEPHET-
Mara3uHOB U TTIOMCKOBBIX CHCTEM;

3.  Hcnonp3yii CloXHBIE U pa3HbIe Mapoiu. TakuM oOpa3om, eciu
TeOsI B3JIOMAIOT, TO 3JIOYMBIIIJICHHUKH MOIyYaT AOCTYN TOJBKO K OZHOMY
TBOEMY MPODUITIO B CETH, & HE KO BCEM;

4.  Ecnu Te0s B3nMOMau, TO HEOOXO0IMMO MPETYTIPEAUTH BCEX CBOUX
3HaKOMBIX, KOTOPHIE JJ00ABJICHBI Y TEOSI B IPY3bIX, O TOM, UTO T€Os B37IOMaJIH
¥, BO3MOXXHO, OT TBOETO MMEHHU OyJeT pacChUIaThCS ClaM M CCBUTKA Ha

(UIIMHTOBBIE CATHI;

5. Ycranosu HanexHbii mapoisb (PIN) Ha MoOuIbHBIN TenedoH;
6. OTxJiTroun coxpaHeHue mapodisi B Opaysepe;
7. He oTkpbiBaii ¢aiiasl 1 Ipyrue BIOKECHHS B TUChMaX JIaXKe €Clv

OHM MPULUIA OT TBOMX Apy3el. Jlyumie yrouHu y HUX, OTOPABIISIN JIU OHU

Tebe ATU (ailiibl.
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